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SOLUTION OVERVIEW

The following guide provides information for configuring a SAML connection to the Cyberark solution
from both the PingFederate and PingOne Single Sign-On (SSO) solutions.

KEY BENEFITS

PingFederate Overview:

PingFederate enables outbound and inbound solutions for single sign-on (SSO), federated identity management,
customer identity and access management, mobile identity security, APl security, and social identity integration.
Browser-based SSO extends employee, customer and partner identities across domains without passwords, using
only standard identity protocols (Security Assertion Markup Language—SAML, WS-Federation, WS-Trust, OAuth
and OpenlID Connect, and SCIM).

PingFederate Documentation Reference:

https://documentation.pingidentity.com/pingfederate/pf92/index.shtml#gettingStartedGuide/introductionGetting
Started.html

PingOne Overview:

PingOne is a cloud-based identity as a service (IDaaS) framework for secure identity access management. You will
use PingOne to give members of your organization secure single sign-on (SSO) to cloud applications.

PingOne Documentation Reference:
https://documentation.pingidentity.com/pingone/employeeSsoAdminGuide/index.shtml#tadminOverview.html

This integration was tested with CyberArk v9.x, v10.x, and Private Cloud.

Currently IDP initiated workflows are not supported.


https://documentation.pingidentity.com/pingfederate/pf92/index.shtml#gettingStartedGuide/introductionGettingStarted.html
https://documentation.pingidentity.com/pingfederate/pf92/index.shtml#gettingStartedGuide/introductionGettingStarted.html
https://documentation.pingidentity.com/pingone/employeeSsoAdminGuide/index.shtml#adminOverview.html

DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION
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Process:

1. User initiates an Identity Provider (IdP) URL to access Cyberark. The IdP solution (PingOne or
PingFederate) validates the user through the configured authentication flow.
a. (Not shown) Alternatively, the user could attempt to access Cyberark directly. Cyberark would
re-direct the user to step 1, with a SAML request, to validate the user.
Upon user validation, the IdP solution re-directs the user’s browser to Cyberark with a SAML assertion.
3. (Not shown) Cyberark validates the SAML assertion and grants access.

INSTALLATION & INTEGRATION CONFIGURATION

The following information will be needed from your Cyberark environment to configure a SAML
connection in PingFederate or PingOne:

®  Cyberark’s SAML Entity ID (Audience Value). In the step-by-step SAML configuration, the value of
‘PasswordVault’ will be used.

e Cyberark’s Assertion Consumer Service (ACS) URL (POST Method). In this step-by-step SAML
configuration example, the value of ‘https://components.cyberark.local/PasswordVault/auth/saml/’ will
be used

The following information will be provided to the Cyberark solution:

e PingFederate Signing Certificate used by the SAML connection settings. Certificate can be
exported from the ‘Server Configuration -> Certificate Management -> Signing & Decryption
Keys & Certificates’ section under the Action field.

e PingFederate’s SAML Entity ID. Can be located under the ‘Server Configuration -> System
Settings -> Server Settings -> Federation Info’ section



e PingFederate’s IdP Url for SAML requests: https://<pingfederate base URL>/idp/SS0.saml2
Or,

e PingOne’s Signing Certificate used by the SAML connection settings. Can be downloaded from
the ‘Application -> Cyberark SAML connection’ section.

e PingOne’s SAML Entity ID. Can be located from the ‘Application -> Cyberark SAML connection ->
entityld’ section.

e PingOne’s IdP Url for SAML Requests. Can be located from the ‘Application -> Cyberark SAML
connection -> Initiate Single Sign-On URL’ section.

INTEGRATION STEPS

PINGONE SAML CONNECTION CONFIGURATION

In the PingOne Administration console go to ‘APPLICATIONS -> My Applications -> Add Application -> New SAML
Application’.

Section: (Application Details)

Now Application SAML Incomplate N

1. Application Details
Application Name  Gyberirk

Appiication Description | Gyberévk s the global leader in
priviege . @ critical

Category  Otmer
Graphics  pppication icon
For use on the dock
cregaae
Change
R =

Enter an ‘Application Name’, ‘Application Description’, ‘Category’ and a logo. Click ‘Contine to Next Step’.

Section: (Application Configuration)



New Application SAML Incompiete N

2. Application Configuration

1 have the SSO UAL

‘You il need to downioad this SAML metadsta to configure the sppication:
Signing Certificate ~ PingOne Account Origination Certficate =
SAML Metacata

Provide SAML details about the appication you are connecting 1o:

Protocol Version © SAMLV20  ©SAMLV 1.1

Upload Metadata o
Select Fie

Assertion Consumer Service (ACS)  berark.local/PasswordVaulauthvsam/
Entity D PassworaVaul
Appication URL
Single Logout Endpoint ©
Single Logout Response Endpoint

Single Logout Binding Type - Redirect ~ Post

Primary Verification Certificate ©  Browse... . Nofle selected
Secondary Verfication Certificate © 5o won iy
Encrypt Assertion &
Signing Algorithm @ RSA_SHA258

Force Re-authentication @

Force MFA ©

Keep te following in mind when creating your connection:
1. Both SP- and IdP-Initiated SSO are aliowed
2. Map SAML_SUBJECT in your attribute contract, pius any attributes (configure them in PingOne later)
3. Allow outbound POST or redirect

4. Allow outbound POST

NEXT: 850 Atribute Mapping Cancet | ok

In the ‘I have the SAML configuration’ section, enter the ‘Assertion Consumer Service (ACS)’ value. In this example,
‘https://components.Cyberark.local/PasswordVault/auth/saml/‘ is used. Also, Enter the ‘Entity ID’. In this
example ‘PasswordVault’ is used. Click ‘Continue to Next Step’.

Section: (SSO Attribute Mapping)

New Application SAML Incomplete No

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).
Application Attribute Identity Bridge Attribute or Literal Value Required

1 SAML_SUBJECT <Username Identifier> "1 As Literal Advanced x

Add new attribute

NEXT: Review Setup Cancel Back Save & Exit Save & Publish

Enter the ‘Identity Bridge Attribute’ from your configuration. This the user value to identify a Cyberark user. Click
‘Save & Publish’.



PINGFEDERATE SAML CONNECTION CONFIGURATION

In the PingFederate administrative console go to, ‘Identity Provider -> SP Connections -> Create New’:

Section: (Connection Type)

Ping PingFederate

SP Connection

‘ Identity Provider Cormime)

[) service Provider
Select the type of connection needed for this SP: Browser SSO Profiles (for Browser SSO), WS-Trust STS (for access to identity-
enabled Web Services), Outbound for provisioning o an SP) or all.

[ OAuth Server
CONNECTION TEMPLATE No Template
+| BROWSER SSO PROFILES PROTOCOL

SAML 20

@ Server Configuration

Copyright © 2003.2018

Gancel m

Select ‘BROWSER SSO PROFILES’ AND SAML 2.0. Click ‘Next’.

Section: (Connection Options)

Ping PingFederate

SP Connection

[ Service Provider
Please select options that apply to this connection.

[ oAuth server +| BROWSERSSO

ATTRIBUTE QUERY

@ Server Configuration

Copyright ©2003-2018
Ping dent! "

ot revos [

Make sure ‘BROWSER SSO’ is checked. Click ‘Next’



Section: (Import Metadata)

SP Connection

Identity Provider

Activation & Summary

Service Provider

‘Connection Type ‘Connection Options General Info Browser S0 Credentials

To populate many connection settings automatically, you can upload the partner's metadata file, or specify a URL where
PingFederate can download it. To periodically reload the connection settings from the URL, select Enable Automatic Reloading.

[ OAuth Server
METADATA

SETTINGS

® Server Configuration

Copyright © 2003-2018
Ping Identy Carporation
A ights raserved
Version 9140

Select ‘NONE’ for ‘METADATA’. Click ‘Next’.

@ NONE FILE URL

Gancel

Frevious m

Section: (General Info)

g PingFederate’

MAIN SP Connection

Identity Provider

ek Hetacr U —]

This Information identifies your partner's unique connection Identifier (Connection ID). Connection Name represents the plain-language identifier for this

[ Service Provider

connection. Optionally, you can specify multiple virtual server IDs for your own server to use when communicating with this partner. If set, these virtual server IDs

will be used in place of the unique protocol identfler configured for your server in Server Settings. The Base URL may be used to simplify configuration of partner

endpoints.
[ CAuth Server
PARTNER'S ENTITY ID

(CONNECTION ID) PasswordVauk

EEREE CONNECTION NAME Cyberare
® server Configuration VIRTUAL SERVER IDS
BASE URL
COMPANY
CONTACT NAME
CONTACT NUMBER
CONTACT EMAIL
APPLICATION NAME
APPLICATION ICON URL
NONE
@ STANDARD
LOGEING MODE
ENHANCED
FULL

Copyight € 20032018
Plag iontity Corporation
Al vights reserved
Version 8140

Enter the ‘PasswordVault’ for the ‘PARTNER’S ENTITY ID’
Click ‘Next’.

Cancel Pravious

et m

and provide a desired name for the ‘Connection Name’'.



PingFederate

Section: (Browser SSO)

MAIN
Identity Provider
Service Provider
[ OAuth Server

SETTINGS

@ Server Configuration

Copyright © 20032018
Ping idenity Erparation
Al rights resenved
Vergion 9140

Click on ‘Configure Browser SSO’.

SP Connection

Activation & Summary

This task provides connection-endpoint and other configuration information enabling secure browser-based SSO, to resources at
your partner's site. Click the button below to create or revise this configuration.

BROWSER S50 CONFIGURATION

Configure Browser S50

Cancel Previous Mext -

Section: (SAML Profiles)

identity Provider

Service Provider

[ oauth Server

SETTINGS

@) server Configuration

Copyig £ 20032018
Ping identty Corparation
Al rights reserved
Versan 8140

SP Connection | Browser SSO

e e |

A SAML Proflle defines what kind of messages may be exchanged between an Identity Provider and a Service Provider, and how
the messages are transported (bindings). As an IcP, you configure this information for your SP connection.

Single Sign-On (SS0) Proflles Single Logout (SLO) Profiles
+/| IDPINITIATED 55O IDP-INITIATED SLO
+| SPNITIATED 550 SP-NITIATED SLO

Check both ‘IDP-INITIATED SSO’ and ‘SP-INITIATED SSO’. Click ‘Next’.

Section: (Assertion Lifetime)

Identity Provider

[ Service Provider

[ OAuth Server

SETTINGS

@) Server Configuration

Copypignt © 2003 3012

SP Connection | Browser SSO

SAML Profles sserton Creston et m

When an assertion is issued to the SR, there is a tmeframe of valldity before and after issuance. Please specify these parameters

below.
MINUTES BEFORE 5
MINUTES AFTER 5

Cancel Previous Next Done m

Leave the ‘5’ minute defaults or adjust as needed. Click ‘Next’.



Section: (Assertion Creation)

SP Connection | Browser SSO

e

This task provides the configuration for creating SAML assertions to enable SSO access to resources at your SP partner's site.

[ Service Provider
Assertion Configuration

IDENTITY MAPPING Standard
[ oAuth Server

ATTRIBUTE CONTRACT SAML_SUBJECT

ADAPTER INSTA!

AUTHENTICATION POLICY
MAPPING

@ Server Configuration

Configure Assertion Creation

Copyright ©2003.2018
Ping ‘entty Corporation

Alrghs reseres Cancel Previous Next Done
Verson 8140

Click on ‘Configure Assertion Creation’.

Section: (Identity Mapping)

SP Connection | Browser SSO | Assertion Creation

Identity Mapping bute Contra: Authentication Source M:

Identity mapping Is the process in which users authenticated by the IdP are assoclated with user accounts lecal to the SP. Select the type of

name identifier that you will send to the SP. Your selection may affect the way that the SP will look up and asseciate the user to a specific local
account

[ Service Provider

) QAuth Server ® STANDARD: Send the SP a known attribute value as the name Identifier. The SP will often use account mapping to identify the
user locally.

PSEUDONYM: Send the SP a unique, opaque name Identifier that preserves user privacy. The identifler cannot be traced back to
the user's identity at this IdP and may be used by the SP to make a persistent assoclation between the user and a specific local
account. The SP will often use account linking to identify the user locally.

SETTINGS

@ server Configuration

TRANSIENT: Send the SP an opague, temporary value as the name identifier

Copyrign: £ 20032018
Ping icentlty Corparation

priedisi Cancsl | Net | Done m

Make sure ‘STANDARD’ is selected. Click ‘Next’



Section: (Attribute Contract)

PingFederate’

MAIN SP Connection | Browser SSO | Assertion Creation

PRNSIRI -~ -~ | ietiecotmt | sersonsoratos | s |

An Atiribute Contract is a set of User attributes that this server will send in the assertion.
[#] Service Provider

Attribute Contract Subject Name Format

[ oauth Server SAML_SUBJECT

urnoasisnames

e Extend the Contract Attribute Name Format  Action
SETTINGS

urn:oasis:names v Add
@ Sserver Configuration

Copprigm © 2003.2018
Ping Kenity Corparation
Al rghes reseres

Cancel Previous Next Done
Versan 8140

Only ‘SAML_SUBJECT is needed. No need to Extend the Contract. Click ‘Next’.

Section: (Authentication Source Mapping)

p.ng PingFederate’

MAIN

SP Connection | Browser SSO | Assertion Creation

Ep—— — =2

PingFederate uses IdP adapters, partner IdPs or Authentication Policies to authenticate users to your SP. Users may be

authenticated by one of several different adapters or authentication policy contracts, so map an adapter instance for each IDM
system or a authentication policy contract for each policy.

[ Service Provider

(%) OAuth Server Adapter Instance Name Virtual Server IDs Action
HTMLForm Delete
LSS Authentication Policy Contract Name Virtual Server IDs Action

@ Server Configuration

Map New Adapter Instance Map New Authentication Policy

Capyrignt € 20032018
Ping identity Corporation

Map the required authentication Adapter or Policy Contract from your environment. In this example, we will use
the HTML Form adapter for authentication by clicking on ‘Map New Adapter Instance’.
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Section: (Attribute Contract Fulfillment)

PingFederate’

MAIN SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

Service Provider
Attribute Contract Source Value Actions

[=] OAuth Server SAML_SUBJECT Adapter - usemame v None available
SETTINGS

® Server Configuration

orparation

Cancel Previous Next Deone
Copyight © 20032018
g

Map the user identifier value needed by Cyberark. In this example, Source is the ‘Adapter’ and the Value is the
‘username’. Click ‘Next’.

The following steps navigates you to the next configuration screen:

e Click ‘Next’ on the following ‘Issuance Criteria’ screen.

e Click ‘Done’ on the IdP Adapter Mapping ‘Summary’ screen.

e Click ‘Next’ on the Assertion Creation ‘Authentication Source Mapping’ screen.
e Click ‘Done’ on the Assertion Creation ‘Summary’ screen.

Section: (Assertion Creation)

SP Connection | Browser SSO

fioe] SAML Profiles Assertion Lifetime Protocol Setti

This task provides the configuration for creating SAML assertions to enable SSO access to resources at your SP partner's site.

Service Provider
Assertion Configuration

Standard
[~ OAuth Server

SAML_SUBJECT

@ server Configuration

Configure Assertion Creation

Cancel Previous Next Done m

Click ‘Next’.
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Click ‘Configure Protocol Settings’ on the ‘Protocol Settings’ screen.

Section: (Assertion Consumer Service URL)

PingFederate’

MAIN SP Connection | Browser SSO | Protocol Settings

PN = s | s son e | sonrte | copnrtr | s |

As the IdP, you send SAML assertions to the SP's Assertion Consumer Service. The SP may reguest that the SAML assertion be sent to one

Service Provider of several URLS, via different bindings. Please provide the possible assertion consumer URLS below and select one to be the default
Default Index Binding Endpoint URL Action

) oAuth Server https:/fcomponents.cyberark local
default O POST Edit| Delete

/PasswordVaultauth/saml/

SETTINGS Jp—

@) Server Configuration

T -

Enter the following values:

e Index->0
e Binding -> POST
e  Endpoint -> https://<Your PVWA ADDRESS>/PasswordVault/auth/saml/

Click ‘Add’” and then ‘Next’

Section: (Allowable SAML Bindings)

Ping PingFederate

MAIN SP Connection | Browser SSO | Protocol Settings

—

Service Provider
‘When the SP sends messages, what SAML bindings do you want to allow?

[ OAuth Server ARTIFACT
| POST
SETTINGS +| REDIRECT

SOAP
@ Server Configuration

Capyright ©2003.2018
Ping; detity Corparation

Al rights reserwed Cancel Previous Mext Done m

Werson 3140

Uncheck ‘Artifact’ and ‘Soap’. These bindings are not used. Click ‘Next’.



Section: (Signature Policy)

PingFederate’

MAIN

Identity Provider

Senvice Provider

[ OAuth Server

SETTINGS

@ Server Configuration

Copyignt £2003.2018
Ping iontty Corporation

SP Connection | Browser SSO | Protocol Settings

Assertion Consumer Service URL |  Allowable SAML Bindings | Signature Policy | Encryption Policy

Additional guaramtees of authenticity may be agreed upon between you and your partner. For SPinitiated S50, you can choos
require signed authentication requests sent via the POST or redirect bindings. You can also choase to sign assertions sent ta {
partner, regardless of the binding used.

REGUIRE AUTHN REQUESTS TO BE SIGNED WHEN RECEIVED V1A THE POST OR REDIRECT BINDINGS

ALWAYS SIGN ASSERTION

Cancel Previous Next Dene m

Leave default settings (None checked). Click ‘Next’.

Section: (Encryption Policy)

PingFederate’

MAIN

Identity Provider

Service Provider

[ OAuth Server

SETTINGS

@ server Configuration

Copyight © 2002201
Ping identiy Corporation
Al vights resarved
Version 8140

SP Connection | Browser SSO | Protocol Settings

Assertion Consumer Service URL Allowable SAML Bindings Signature Policy

Encryption may be applied to SAML messages for an added layer of protection in transport. If enabled, SAML Response messages
may always be signed, regardless of the signature policy.

@ NONE
THE ENTIRE ASSERTION

ONE OR MORE ATTRIBUTES

ST - |

Leave default settings ‘None’. Click ‘Next’.

The following steps navigates to the ‘Credentials’ screen:

e  Click ‘Done’ on the ‘Protocol Settings -> Summary’ screen.
e Click ‘Next’ on the 'Browser SSO -> Protocol Settings’ screen.
e (Click ‘Done’ on the ‘Browser SSO -> Summary’ screen.

e Click ‘Next’ on the ‘Browser SSO’ screen

13



Section: (Credentials)

ing PingFederate’

SP Connection

Activation & Summary

[#] Service Provider
For each credential shown here, conflgure the necessary settings.

E OAuth Server Credential Requirement
DIGITAL SIGNATURE 01:67:66:CD:3F:0F (CN=CyberArk, 0=Ping, C=US)

Configure Credentials
@) Server Configuration

Cancel Previous Mext

Click on ‘Configure Credentials’.

Section: (Digital Signature Settings)

PingFederate’

SP Connection | Credentials

Identity Provider Dightal Signature Settings m

You may need to digitally sign SAML messages or security takens to protect against tampering. Please select a keyfcertificate to

[ Service Provider use from the list below.
B @G SIGNING CERTIFICATE OT:67:66:CD:3F.0F (CN=CyberArk, O=Ping, C=US)  «
INCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT.
SIGNING ALGORITHM RSA SHA256 ~

@ server Configuration

Manage Certificates

Copyright © 20032018
Ping ldentity Corparatian

o mindiei
et Cancel | Ned | | Done

Select the ‘Signing Certificate’ that will be used for Cyberark (RSA SAH256). This certificate will be provided to
Cyberark needed for SAML validation. Click ‘Next’ and then ‘Done’ on the Summary Screen.

Click ‘Next’ on the ‘Credentials’ screen.

In the ‘Activation and Summary’ screen, the IdP initiated URL can be copied from the ‘SSO Appication Endpoint’
field. Click ‘Save’



CYBERARK SAML CONFIGURATION

1)

Start by login as Administrator then go to Administration -> Options. Find the Authentication
Methods section and expanded. Click on SAML and fill in the following parameters:

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Appl-;r DK 32 Cancel

Options had

Search... Go

=l =] Authentication Methods -

[=] GeneralSettings
=| windows

=| pki

=| cyberark
=| oraclesso
=] rsa

=| radius

=| idap

=] sami

Properties
MName Walue
+ Id saml
DisplayMame Ping Identity SAML
Enabled Yes
MaobileEnabled Mo
LagaffUrl
UseVault4uthentication Mo
UseRadius Mo
UseLDAP Mo

DisplayName: Choose a name that will clearly identify Ping Identity. It will be displayed in the

PVWA logon screen.
Enabled: Must be set to Yes.

15



2) Scroll down to find the Access Restriction. Right click on it and select Add Allowed Referrer.
Then enter the URL of your Ping Identity tenant host:

POLICIES ACCOUN APFPLICATIONS REPORTS ADMINISTRATION

[Haopty  [H]ok 3 cancel

Options £« Properties
Search... Go MName Value
= [=] Access Restriction 4+ Baszeln https:/ (. i o-cng.com: 3031
= avebios RegularExpres... Mo

=| https-Acyberark. sgarcia. ping-eng.

Also make sure that RegularExpression is set to No.

Note: Make sure to click on Apply and that the “Your changes have been saved successfully”
dialog appears on the screen.

3) Find the PVWA web.config file and locate the <appSettings> section:

<appSettings>
<add key="UaultFile" walue="C:\CyberArk\Password Vault Web AccessyVaultInfo\Vault.ini s>
<add key="GWFile" walue="C:\CyberArkiPassuord Vault Web AccessyCredFilesygwuser.ini™ />
<add key="HomeFage" walue="default.aspx" />
<add key="CustomerLogoURL" value="../images/header cobrand.gif" />
<add key="ConfigurationCredentialFile" walue="C:\CyberArk\Password Vault Web Access\CredFiles\appuser.ini™ />
<add key="ConfigurationSafeName" value="PUUAConfig" />
<add key="LogFolder” walue="c:\windowsitemp\PUUR" />

<%-- Valid values: ™" - use temp folder ——>

<add “ApplicationID” walue="" />

<add “MultilingualSupport” value="Ho" />

<add nternallsersPasswordChangeInterval™ value="36808" />

<add MobileUersionEnabled” value="yes" />

<add FullUersionEnabled” value="yes" />

<add “'RSADecodelserName” value="yes" />

<add “IdentityProviderLoginURL" value="https:// (I -ring-eng.con:9031/idp/SS0.5anl2™ />

<add key=" e E 8

. i i Lo
<add key="Issuer" wvalue="PasswordUault" />
<fappSettings>

You'll need the IdentityProviderLoginURL and IdentityProviderCertificate from Ping. Make sure
to get an ASCII export of the certificate and remove all CR’s (should be a single line). Set the
Issuer to the default value of PasswordVault.

Save the file and then restart 1IS.
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TROUBLESHOOTING

If you’re having trouble login in, be aware that:
- Currently CyberArk doesn’t support native IDP initiated login flows
- We support only specific configurations of the SAML response

- We must have the audience configured

Detailed information is provided here. Please make sure the instructions to configure the IDP are
followed, before contacting CyberArk Technical Support.

PINGIDENTITY CONTACT INFO

Name Matt Martin
Email mattmartin@pingidentity.com
. Tel 303.396.6236
Business Contacts
Name Matt Bates
Email mattbates@pingidentity.com
Technical Contact Name Peter Holko
Email peterholko@pingidentity.com
Name Ping Identity Support
Support Contact Email support@pingidentity.com
Tel 303.468.2857



https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/SAML-Authentication.htm

