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SOLUTION OVERVIEW 

The following guide provides information for configuring a SAML connection to the Cyberark solution 

from both the PingFederate and PingOne Single Sign-On (SSO) solutions. 

 

KEY BENEFITS 

PingFederate Overview: 

PingFederate enables outbound and inbound solutions for single sign-on (SSO), federated identity management, 

customer identity and access management, mobile identity security, API security, and social identity integration. 

Browser-based SSO extends employee, customer and partner identities across domains without passwords, using 

only standard identity protocols (Security Assertion Markup Language—SAML, WS-Federation, WS-Trust, OAuth 

and OpenID Connect, and SCIM). 

PingFederate Documentation Reference: 

https://documentation.pingidentity.com/pingfederate/pf92/index.shtml#gettingStartedGuide/introductionGetting

Started.html  

PingOne Overview: 

PingOne is a cloud-based identity as a service (IDaaS) framework for secure identity access management. You will 

use PingOne to give members of your organization secure single sign-on (SSO) to cloud applications. 

PingOne Documentation Reference: 

https://documentation.pingidentity.com/pingone/employeeSsoAdminGuide/index.shtml#adminOverview.html  

 

This integration was tested with CyberArk v9.x, v10.x, and Private Cloud. 

Currently IDP initiated workflows are not supported. 

 

 

 

 

 

 

https://documentation.pingidentity.com/pingfederate/pf92/index.shtml#gettingStartedGuide/introductionGettingStarted.html
https://documentation.pingidentity.com/pingfederate/pf92/index.shtml#gettingStartedGuide/introductionGettingStarted.html
https://documentation.pingidentity.com/pingone/employeeSsoAdminGuide/index.shtml#adminOverview.html
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DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION 

 

 

Process: 

1. User initiates an Identity Provider (IdP) URL to access Cyberark.  The IdP solution (PingOne or 

PingFederate) validates the user through the configured authentication flow. 

a. (Not shown) Alternatively, the user could attempt to access Cyberark directly.  Cyberark would 

re-direct the user to step 1, with a SAML request, to validate the user. 

2. Upon user validation, the IdP solution re-directs the user’s browser to Cyberark with a SAML assertion. 

3. (Not shown) Cyberark validates the SAML assertion and grants access. 

 

INSTALLATION & INTEGRATION CONFIGURATION 

The following information will be needed from your Cyberark environment to configure a SAML 

connection in PingFederate or PingOne: 

 Cyberark’s SAML Entity ID (Audience Value).  In the step-by-step SAML configuration, the value of 

‘PasswordVault’ will be used. 

 Cyberark’s Assertion Consumer Service (ACS) URL (POST Method).  In this step-by-step SAML 

configuration example, the value of ‘https://components.cyberark.local/PasswordVault/auth/saml/’ will 

be used 

The following information will be provided to the Cyberark solution: 

 PingFederate Signing Certificate used by the SAML connection settings.  Certificate can be 

exported from the ‘Server Configuration -> Certificate Management -> Signing & Decryption 

Keys & Certificates’ section under the Action field. 

 PingFederate’s SAML Entity ID.  Can be located under the ‘Server Configuration -> System 

Settings -> Server Settings -> Federation Info’ section 
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 PingFederate’s IdP Url for SAML requests: https://<pingfederate base URL>/idp/SSO.saml2 

Or, 

 PingOne’s Signing Certificate used by the SAML connection settings.  Can be downloaded from 

the ‘Application -> Cyberark SAML connection’ section. 

 PingOne’s SAML Entity ID. Can be located from the ‘Application -> Cyberark SAML connection -> 

entityId’ section. 

 PingOne’s IdP Url for SAML Requests.  Can be located from the ‘Application -> Cyberark SAML 

connection -> Initiate Single Sign-On URL’ section. 

INTEGRATION STEPS 

 

PINGONE SAML CONNECTION CONFIGURATION 

In the PingOne Administration console go to ‘APPLICATIONS -> My Applications -> Add Application -> New SAML 

Application’. 

Section: (Application Details) 

 

Enter an ‘Application Name’, ‘Application Description’, ‘Category’ and a logo.  Click ‘Contine to Next Step’. 

Section: (Application Configuration) 
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In the ‘I have the SAML configuration’ section, enter the ‘Assertion Consumer Service (ACS)’ value.  In this example, 

‘https://components.Cyberark.local/PasswordVault/auth/saml/‘ is used.  Also, Enter the ‘Entity ID’.  In this 

example ‘PasswordVault’ is used.  Click ‘Continue to Next Step’. 

Section: (SSO Attribute Mapping) 

 

Enter the ‘Identity Bridge Attribute’ from your configuration.  This the user value to identify a Cyberark user.  Click 

‘Save & Publish’. 
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PINGFEDERATE SAML CONNECTION CONFIGURATION 

In the PingFederate administrative console go to, ‘Identity Provider -> SP Connections -> Create New’: 

Section: (Connection Type) 

 

Select ‘BROWSER SSO PROFILES’ AND SAML 2.0.  Click ‘Next’. 

Section: (Connection Options) 

 

Make sure ‘BROWSER SSO’ is checked.  Click ‘Next’ 
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Section: (Import Metadata) 

 

Select ‘NONE’ for ‘METADATA’.  Click ‘Next’. 

Section: (General Info) 

 

Enter the ‘PasswordVault’ for the ‘PARTNER’S ENTITY ID’ and provide a desired name for the ‘Connection Name’.  

Click ‘Next’. 
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Section: (Browser SSO) 

 

Click on ‘Configure Browser SSO’. 

Section: (SAML Profiles) 

 

Check both ‘IDP-INITIATED SSO’ and ‘SP-INITIATED SSO’. Click ‘Next’. 

Section: (Assertion Lifetime) 

 

Leave the ‘5’ minute defaults or adjust as needed.  Click ‘Next’. 
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Section: (Assertion Creation) 

 

Click on ‘Configure Assertion Creation’. 

Section: (Identity Mapping) 

 

Make sure ‘STANDARD’ is selected.  Click ‘Next’ 
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Section: (Attribute Contract) 

 

Only ‘SAML_SUBJECT’ is needed.  No need to Extend the Contract.  Click ‘Next’. 

Section: (Authentication Source Mapping) 

 

Map the required authentication Adapter or Policy Contract from your environment.  In this example, we will use 

the HTML Form adapter for authentication by clicking on ‘Map New Adapter Instance’. 
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Section: (Attribute Contract Fulfillment) 

 

Map the user identifier value needed by Cyberark.  In this example, Source is the ‘Adapter’ and the Value is the 

‘username’.  Click ‘Next’. 

The following steps navigates you to the next configuration screen: 

 Click ‘Next’ on the following ‘Issuance Criteria’ screen.  

 Click ‘Done’ on the IdP Adapter Mapping ‘Summary’ screen. 

 Click ‘Next’ on the Assertion Creation ‘Authentication Source Mapping’ screen. 

 Click ‘Done’ on the Assertion Creation ‘Summary’ screen. 

Section: (Assertion Creation) 

 

Click ‘Next’. 
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Click ‘Configure Protocol Settings’ on the ‘Protocol Settings’ screen. 

Section: (Assertion Consumer Service URL) 

 

Enter the following values: 

 Index -> 0 

 Binding -> POST 

 Endpoint -> https://<Your_PVWA_ADDRESS>/PasswordVault/auth/saml/ 

Click ‘Add’ and then ‘Next’ 

Section: (Allowable SAML Bindings) 

 

Uncheck ‘Artifact’ and ‘Soap’.  These bindings are not used.  Click ‘Next’. 
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Section: (Signature Policy) 

 

Leave default settings (None checked).  Click ‘Next’. 

Section: (Encryption Policy) 

 

Leave default settings ‘None’.  Click ‘Next’. 

The following steps navigates to the ‘Credentials’ screen: 

 Click ‘Done’ on the ‘Protocol Settings -> Summary’ screen.  

 Click ‘Next’ on the 'Browser SSO -> Protocol Settings’ screen. 

 Click ‘Done’ on the ‘Browser SSO -> Summary’ screen. 

 Click ‘Next’ on the ‘Browser SSO’ screen 
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Section: (Credentials) 

 

Click on ‘Configure Credentials’. 

Section: (Digital Signature Settings) 

 

Select the ‘Signing Certificate’ that will be used for Cyberark (RSA SAH256).  This certificate will be provided to 

Cyberark needed for SAML validation.  Click ‘Next’ and then ‘Done’ on the Summary Screen. 

Click ‘Next’ on the ‘Credentials’ screen. 

In the ‘Activation and Summary’ screen, the IdP initiated URL can be copied from the ‘SSO Appication Endpoint’ 

field.  Click ‘Save’ 

 

 

 



15 
 

CYBERARK SAML CONFIGURATION 

 
1) Start by login as Administrator then go to Administration -> Options. Find the Authentication 

Methods section and expanded. Click on SAML and fill in the following parameters: 
 

 
 
DisplayName: Choose a name that will clearly identify Ping Identity. It will be displayed in the 
PVWA logon screen. 
Enabled: Must be set to Yes. 
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2) Scroll down to find the Access Restriction. Right click on it and select Add Allowed Referrer. 
Then enter the URL of your Ping Identity tenant host: 

 
Also make sure that RegularExpression is set to No. 
 
Note: Make sure to click on Apply and that the “Your changes have been saved successfully” 
dialog appears on the screen. 
 

3) Find the PVWA web.config file and locate the <appSettings> section: 

 
You’ll need the IdentityProviderLoginURL and IdentityProviderCertificate from Ping. Make sure 
to get an ASCII export of the certificate and remove all CR’s (should be a single line). Set the 
Issuer to the default value of PasswordVault. 
 
Save the file and then restart IIS. 
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TROUBLESHOOTING 

 
If you’re having trouble login in, be aware that: 
 

- Currently CyberArk doesn’t support native IDP initiated login flows 
- We support only specific configurations of the SAML response 
- We must have the audience configured 

 
Detailed information is provided here. Please make sure the instructions to configure the IDP are 
followed, before contacting CyberArk Technical Support. 
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https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/SAML-Authentication.htm

